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Overview

* Someone added a score not generated by the game to the
leaderboard

* Not really malicious, but exposed vulnerability in the leaderboard
system

* | never had an interest in hacking, but | need to be aware of how it
can be used to exploit games and leaderboards

* It does mean that people are at least taking the time to come to my
site and look at the code
A
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First detection

Chicken Little

Longest Time

LD Hacker! 1624000
James 0:59.11
frenchie 0:36.73
James 0:36.52
James 0:36.51
gwheel 0:36.19
ewheel 0:36.11
jcmonkey 0:36.03
knason 0:35.89
gwheel 0:35.79
gwheel 0:35.76
Snail 0:35.76 “
jcmonkey 0:35.00
James 03495
name 0:34.66
record 0:34.11
LMB 0:34.09
jcmonkey 0:35.02
Snail 0:33.91
gswheel 0:33.39

Chicken Little Leaderboard
Longest Time

LD Hacker! 16:40.00

James 0:49.11
frenchie 0:36.73
James 0:36.52

* Added a value of 100000 to
the leaderboard
* Time scores are in
hundredths of a second
* 16 minutes, 40 seconds
16 * 6000 = 96,000
« 40 * 100 =4,000
e 0*1=0
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Checking the Database

o7 Edit
7 Edit
7 Edit
7 Edit
7 Edit

7 Edit

#c Copy @ Delete
#c Copy @ Delete
#c Copy @ Delete
#c Copy @ Delete
#c Copy @ Delete

#c Copy @ Delete

510
51
512
513
514
515

l

Slim_Bun 3288
Slim_Bun 1859
woohoo 1538
LD Hacker! 100000
knason 3109
knason 3589

2020-04-28 00:17:53
2020-04-28 00:18:13
2020-04-28 00:26:45
2020-04-28 00:32:08
2020-04-28 03:46:02
2020-04-28 03:46:53

6651
6651
6651
6651

6651
6651




Checking the web logs

Downloaded the Apache web server logs from CPanel

3.202.225.72 - - [28/Apr/2020:00:32:07 -0700] "GET /scores/AddScore.php?game=6651&name=LD+Hacker%21&score=100000&hash=6
44c6c91184e9233a45454568e47e2a HTTP/1.1" 200 158 "https://levidsmith.com/web-games/chicken-1little/" "Mozilla/5.0 (Windo

s NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/81.0.4044.122 Safari/537.36"
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Obviously not a brute force hack
How did they calculate the hash value without the key?

hBot/6~bl; +http://www.semrush.com/bot.html)"
73.202.225.72 - - [28/Apr/2020:00:26:45 -0700] "GET /scores/AddScore.php?game=6651&name=woohoo&score=1538&hash=32f7bcc

364alefe2d90d4ed3afe6a HTTP/2.0" 200 153 "https://levidsmith.com/web-games/chicken-1ittle/" "Mozilla/5.0 (Windows NT
.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/81.0.4044.122 Safari/537.36"

73.202.225.72 - - [28/Apr/2020:00:26:47 -0700] "GET /scores/TopScores.php?game=6651 HTTP/2.0" 200 97 "https://levidsmi
.com/web-games/chicken-1ittle/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrc
/81.0.4044.122 Safari/537.36"

If there was no record in the web logs, then | would be worried (direct access into the database) DFEJGL



Tracing

Home | Internet tools 0B =0 :\Users\gatec>tracert 73.202.225.72
P22 2572 et o racing route to c-73-202-225-72.hsdl.ca.comcast.net [73.202.225.72]
IP: 73.202.225.72 over a maximum of 30 hops:
May not be an
ol <1 ms <1 ms <1
Domain ¢-73-202-225-72 hsd1.ca.comcast.net a CC U rate 1@ ms 19 ms 1 2
ISP COMCAST-7922 Iocation if they 1@ ms 11 ms 14
G L 11 ms 17 ms 28 Xxe-0-0-0-0-surdl.bridgewater.tn.knox.comca
Tools whois ping traceroute mtr dns u Sed a VP N [68 .85.171.153 ]
+ 17 ms 30 ms 21 162:151+95:117
3 31 ms 34 ms 30 be-33132-cs03.350ecermak.il.ibone.comcast.
5 net [96.110.42.233]
29 ms 29 ms 48 be-1311-crll.350ecermak.il.ibone.comcast.n
= .110.35.10]
BN TRy 57 ms 53 ms 56 96.110.37..158
54 ms 54 ms 52 be-12021-cr0l.champa.co.ibone.comcast.net
«225)
A ms 78 ms 84 be-11020-cr02.sunnyvale.ca.ibone.comcast.n
San Mateo/"“,, .84.9 ]
e = ol ms 74 ms 75 be-7922-rar@l.santaclara.ca.sfba.comcast.n
.86.91.74]
i 2! ms 78 ms 83 po-1-rur@l.sanmateo.ca.sfba.comcast.net [6
aflet | Map data ® OpenStreethiap contributors, CC-BY-SA, Imagery © Mapbox . & : 198 ]
Geographical Data ms 85 ms 79 96.110.177 .74
Country =5 United States (US) 108 ms 97 ms 98 c-73-202-225-72.hsdl.ca.comcast.net [73.20
State/region California 2 . 225 . 72]

City San Mateo

race complete.

See also www.whatsmyip.org

:\Users\gatec>



Hashing Method

* MDS5 - security issues
* Hash variables are publicly available in the game source code
* name, score, game ID, key
e Changing any of these values changes the hash value
* |s Open Source more secure?
* Closed source - security through obscurity
* Open source - more mature solutions due to vulnerabilities being found and corrected
* Hash generated on the client (game) side (C#), then verified on the server side (PHP)

public wvoid doSubmitScore(int iScore) {
Debug.Log("doSubmitScore: " + iScore);
string strHash = Md55um(strName + iScore.ToString() + iGameID.ToString() + strSecretkey);
string strURL = "https://levidsmith.com/scores/AddScore.php?game=" + iGameID + "&name=" + W.EscapelRL
(strMame) + Hm
"&zcore=" + iScore + "&hash=" + strHash;
StartCoroutine(submitScore(strURL)); l:::l_ IJ‘-I |‘.:I_
51 —

= T {5l"
rJEf‘ 16



Hashing Method

Server confirmation
Insert into database
Could actually submit the same set of values multiple times. Should check if duplicate exists before inserting.

1S tht—‘ ]_rt:lltl—"
ring = saniti

//This is your key. You have to fill this in! Go and generate
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Verifying the hash

$ echo -n knoxgamedesign426651hello | md5sum_

* Calls using an invalid o R e e L T
hash parameter will not

be inserted into the

database Example
name = knoxgamedesign
* Use -n parameter to suppress newline, score = 42
which will generate an entirely ame = 6651
different hash! 5

hash key = hello
hash value = 2ea85dbf8123ae1d8bc03e294310c048

C @ © & https/levidsmith.com/scores/AddScore.php?game=6651&name=knoxgamedesign&score=42&hash="2ea85dbf8123ae1d8bc03e294310c048 :

Invalid hash value



Monitoring network connection

* Firefox > Web Developer > Debugger > Network tab

GET levidsmith.com AddScore.phpigame=6651&name=foo&score=1407&hash=51e1a64956bcf785ad263... xhr html 386 B 162 B flj278ms
GET levidsmith,com TopScares.php?game=6651 xhr html 340 B 120B 183 ms
GET levidsmith,com AddScore.php?game=66531&name=foodiscore=1407&hash=51e1a64956bcf785ad263...
GET levidsmith.com TopScores.php?game=6651

Right click > Edit and Resend

Cancel

Save All 4z HAR
Method LEL
R d
S GET https:/flevidsmith.com/scares/addScore.phpigame=6651&name=foolscore=1407&hash=51e1a64956b o 785ad 263TdEbS0b S b of

Edit and Resend :

Block URL Cuery String

Open in Mew Tab P

) game=5&651 !

Start Performance Analysis... name=foo P

Use as Fetch in Conscle score=1407 g |
A =TT S TEST=T e Ta TS O O T T T 55— hash=51e1a64856bcf785ad263fd6bS0bShbof %



MDS reve rser $ echo -n newton5216651 | md5sum_

aeac9b9Paecb89ecd/cabbealaactsab *-

$ echo -n newton | mdS5sum

da6fa909f1c0188c539feb08d4496eb7 *-

MD5 MD5S

MDS5 conversion and reverse lookup MD4& conversion and reverse lookup

MD5 reverse for da6fa909f1c0188c539feb08d4496eb7

e MDS hash: MDS conversion and MDS5 reverse lookup

da6£a909£1c0188c5395eb08d4496eb7 Provided MD5 hash could not be reversed into a string: no reverse string was found.

was succesfully reversed into the string:

newton
Reverse a MD5 hash

Feel free to provide some other MD5 hashes you would like to try to reverse.
geacdbd0aectBecd7caSbealaactSas Reverse

Reverse a MD5 hash v —
|: i I"Ti f-. E
da6fa909f1c0188c539feb08d4496eb7 Reverse B |
et
.- —-— E"J GI'H
pEST



Unity Decompilation Tools

* |[LSpy

* DevXUnity
* uTinyRipper
e dotPeek

AL
Ciftlal



3 ILSpy
File View Window Help

(<] 2 U | (Default) v in
Assemblies

w ProceduralOutputType
w ProceduralProcessorlUsage
*% ProceduralPropertyDescription
w ProceduralPropertyType
*% ProceduralTexture
= {} UnityEngineVR
*% InputTracking
» TrackingSpaceType
w UserPresenceState
*%, VRDevice
w VRDeviceType
w VRNode
*% VRModeState
*% VRSettings
*% VRStats
= =B mscorlib (4.0.0.0)
= BB Metadats
fl DOS Header
fal COFF Header
E‘ Optional Header
Data Directories
fi 00 Module (1)
1] 02 TypeDef (2870)
1] 04Field (12601)
fi] 06 Method (25200)
f1] 08 Param (31988)
&1 09 Interfacelmpl (1257)
1 0A MemberRef (2088)
=80 OB Constant (5724)
E] 0C CustomAttribute (6610)
& 0D FieldMarshal (130)
] OF DeclSecurity (302)
OF ClassLayout (73)
10 FieldLayout (44)
11 StandAloneSig (2663)
12 EventMap (17)
14 Event (34)
15 PropertyMap (1141)
17 Property (4445)
18 MethodSemantics (5494)
18 Methodlmpl (1207)
1A ModuleRef (6)
1B TypeSpec (1033)
1C ImplMap (67)
1D FieldRVA (168)
20 Assembly (1)
@ 28 ManifestResource (8)
] 29 MestedClass (553)

* Unity decompilition tool

* Can be used to look at core Unity files

Rkt b Lo b o b el

Status

keth... Domain File Zause

Type

GET g levidsmith.c... ChickenlLittleWebGLwasm.code.unityweb xhr vnd....

c# C#8.0/VS2019 S 2
TypeName, m:Member or c:Constant; use exact maich (=term), 's
MName
0B Constant (5724)
RID T Token T Offset T Type Parent T Value
1 0BODODO1 00297BDE 000DOO0E 04000002 7E
2 0BO00002 00297BES 00DDOOOE 04000003 B9
3 0BO00003 00297BF2 00DDOODE 04000004 169
4 (0BO00004 00297BFC 000DOO0E 04000005 1FD
5 (0BO0000S 00297C06 0000000E 04000006 21E
& 0BO0000G 00297C10 000DOODE 04000007 440
7 0BOD00O7 00297C1A 00DDOODE 04000008 722
8 (0BO0000S 00297C24 000DOO0E 04000009 743
9 (0BO0000Y9 00297C2E 000D000E  0400000A 7ED
10 (OBODODOA 00297C38 000DOODE  0400000B 89D
n (0BO000OB 00297C42 00DDOOOE  0400000C 938
12 0BODOOOC 00297C4C 000DOO0E  0400000D D
13 0BODDDOD 00297C56 00DDODDE 0400000 AB1
14 (OBOOOOOE 00297C60 000DOODE  0400000F B1D
13 (0BODOOOF 00297CoA 000DOODE 04000010 BCF
16 0BODO0O10 00297C74 000DOO0E 04000011 C7F
17 0BODOO11 00297CTE 00DDODDE 04000012 C90
18 0BO00012 00297CE8 000DOO0E 04000013 CBB
19 0BOD0013 00297C92 00DDOODE 04000014 D02
20 0BO00014 00297CaC 00000002 04000015 D36
21 0BO00015 00297CAB 00DDODDE 04000016 D38
22 0BO00016 00297CBO 0000000E 04000017 D4A
23 0BO00017 00297CBA 000DOO0E 04000018 D4A
24 0BO00012 00297CC4 000DOO0E 04000019 D&g
25 0BO00019 00297CCE 00DDODDE  0400001A D78
26 0BODOO1A 00297CD8 0000000E 04000018 1FD
27 0BOD001B 00297CE2 000DO00E  0400001C Da9
Transferred — + EEIw

4,09 MB

414 ...
=

sl
—; ]l N



DevXUnity

a5l ImportSettings - O

Asset settings
Bundle auto extract [ lgnore scenes
Import bundle as Level
Saving RAM (export slower)

[ lgnore StreamingAssets directory

Cache time in seconds:
e

[] Mllow restore shader as UnityLab format for GameRecovery license type)
This option enables automatic conversion of compiled shaders to Unity format {UnityLab)

Speed options
Fast open ffast generate project)

[] Async parse of Bundle [] Async parse of Assets
‘When you enable async options, it will be faster, but emors are possible!

[ Async make of Assets

IL2CPP Script settings
IL2CPF Restore Scripts Structure
IL2CPP to decompile into ARM ASM & CH (experemental, slow)

[] Restore only fields ffor desenalization and minimize scripts emors)

\NET assembly script decompilation

Decompiler type: dnSpy ~

Path to executable file, parameters on run: "assembly_name.dll" ¢ o "output_dir"

[] Disable autoix sources
[] Allow to de-obfuscate assembly

Temp directory

= | DevXUnity-Unpacker Magic Tools Ver 9.10x%64 (runtime v4.0.30313) DEMO-COMSOLE!

(=) Resources

AssemblyCodeStrings

«3J Scripts

E&! Assembly-CSharp.dll - Offset table
[}« Assembly-CSharp.dll

Apple.cs

Chicken.cs

Constants.cs

Fence.cs

GameManager.cs
Ground.cs
LeaderboardManager.cs
ScoreDisplay.cs
TitleMenu.cs

-+« 3 netstandard.dll

- E&' UnityEngine InputLegacyModule.dll - Offset table
B (2 unity_default_resources

== globalgamemanagers assets
(=] Shared-Assets

== globalgamemanagers

= ' Scenes

Q Scenes/Title.unity

Q Scenes/Game.unity

= unity_builtin_extra

[ Hidden

=) Legacy Shaders

= Sprites

- (=] Ul

[] Disable custom swap file {in file stream)

[ Show debug log B With debug windows ||:| oK

[] Additional Log Q =]

.| Commen

° @)

Open ~ | B8 Settings ~ | [ Export ~ :E Repack - | Vg Filter ~ | /) Search form.. | Select next: |:| 33 | BN Debug console Break

Text/Script

Save as Text Replace text Edit and replace text

nsing UnityEngine;
publiec class Constants : unknown type_ ind 1

{

// Fields
public unknown type UnityEngine.CObject_ind €71% GAME ID;
public unknown type UnityEngine.Object_ind 1323% LEADERBOARD KEY;

// Methods
public Constants()
{

* Able to extract CS files, but could not read constant values

* Shows constant names, but not values

A

s
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uTinyRipper

* Extracts asset files such as
textures, audio, and fonts
e Didn't appear to extract code

ripped2 » ChickenlittleWebGL.data.unityweb » Assets » Texture2D v O O Search Textu

0 0 i

Background.png Background.png. InputFieldBackgr InputFieldBackgr splash_lego.png
meta ound.png ound.png.meta
= a
o
L
L
-
splash_loge.png. texture_backgrou texture_backgrou texture_chicken. texture_chicken.
meta nd.png nd.png.meta png png.meta

texture_fence.pn texture_fence.pn texture_grass.pn texture_grass.pn texture_mesh_ap
g g.meta g g.meta ple.png
texture_mesh_ap Texture2D.png Texture2D.png.m title_background. title_background.

plepng.meta eta png png.meta

@ MainWindow

File Help
ChickenlLittleWebGL.data.unityweb

» unity default resources
data.unity3d

globalgamemanagers
unity builtin extra
globalgamemanagers.assets
sharedassetsl.assets
leveld

. GameObject

. GameObject

. GameObject

. GameObject

. GameObject

. GameObject

. GameObject

. GameObject

. GameObject

10. GameCObject

11. GameOhbject

12, GameOhbject

13. GameObject

14. GameObject

15. GameObject

16. GameObject

17. GameCObject

18. GameObject

19. GameOhbject

=y

b = I, I TR LK |

[T= I

Output

Import: Game file 'ChickenLittleWebGL.data.unityweb’ has been found
Import [Warning]: Dependency "globalgamemanagers.assets’ wasn't found
Import [Warning]: Dependency "Resources/unity_builtin_extra’ wasn't found
Import [Warning]: Dependency "Library/unity default resources’ wasn't found
Import [Warning]: Dependency ‘sharedassets0.assets’ wasn't found

Import [Warning]: Dependency ‘sharedassets1.assets’ wasn't found

Status: import finished

Files has been loaded




dotPeek

e JetBrains dotPeek

* https://www.jetbrains.com/de
compiler/

* File > Open >
build/ChickenLittleWindows/ChickenLitt
le_Data/Assembly-CSharp.dll

* | could only get it to work for Windows
build (not WebGL)

L —
5 JetBrains dotPeek - O s

File  View MNavigate Inspect Toocls Windows Help

QO aa@qy

Assembly Explorer S Al Constants.cs X

m 3D a2 | 5 & | k= // Decompiled with JetBrains decompiler 0

_ N /{ Type: Constants
¥pe to search J // Assembly: Assembly-CSharp, Version=2.9.8.@, Culture=neutral, PublicKeyToken=null
4 =3 Assembly-CSharp (msil, Net Framework v4.7.1 4 J/ MVID: F@18294B-1ESF-4B52-A83D-893B591DB63C

D%Metadata // Assembly location: D:‘\ldsmith\projects\ChickenLittle\build\ChickenLittleWindows\Chicken
4 EﬂReferences public class Constants

B netstandard (2.0.0.0) =k

&P UnityEngine.AudioMedule public const int GAME_ID = &651;

E]UnityEngine.CoreMDdule public const string LEADERBOARD_KEY = ™ "3
h

EpUr'|ityEngine.lnputLegacyModuIe |
&P UnityEnginePhysicsModule
&P UnityEngineUl (1.0.0.0]
EP UnityEngine. UlModule
ﬁr—]Ur'|ityEngine.UnityWebRequestMndule
EF UnityEngine UnityWebRequestWWWho
4 () <Root Narmespace>
[ %Apple
b €48 Chicken
4 %Constants
U Base types
&L GAME_ID:int
(Z) LEADERBOARD_KEY:string
3 %Fence
[ %GameManager
4 %Ground
[ %LeaderbnardManager
[ %ScoreDispla}r
[ %ﬂtlel\u’lenu

pIESTER



Live Streaming

* Don't accidentally display your key while live streaming

IL.UDUM

Now set to Private

Only viewed 4 times

If key is exposed, then it has to be
updated in all games




Code Repository -

gatechgrad / LeaderboardExample

<> Code lssues 1 Pull requests 0 Actions Projects 0 Wiki Secul

* Remember to remove key
from a ny ChECked-i n Code Tree: 4b96d4823 ﬁ;:;;l:::ﬁ:::;;;l:: LeaderboardManagerUnity / Assets / Scripts / Les

¢ Better - put keys in your .ignore | ggatechgrad Reworked leaderboard code
Or .gitignore file 1 contributor

134 lines (99 sloc) 3.9 KB

using System;

using System.Collections;

using System.Collections.Generic;
using UnityEngine;

using UnityEngine.UI;

public class HighScoreManager : MonoBehaviour {
S FCONFIGURATION WALUES
private string privateKey = "#***sxsxsxsxsxx", m
private string TopScoresURL = "http://*#*F*x+*x:%% comfscores/TopScores.php™;
private string AddScoreURL = "http://¥*¥*¥*¥*%* com/scores/AddScore.php?™;
private int iGameID = -1; |U|": [—
private string strOrder = "ASC"; L

//END CONFIGURATION VALUES L I'-[
J_ |:_‘—'J K Jl



Other Possibilities

* The value was modified in game memory before being sent to the web
server

e Should see pairs of AddScore.php and TopScores.html in the access log from the
games

* AddScore.php followed by DisplayScores.html is most likely a hacker
* A glitch was found with the game itself and actually did run for 16 minutes

e Automated clickers?
 MediaWiki exploit? Lots of AddScore.php followed by wiki request

e Could just be a web crawler bot
 MediaWiki 1.27.4 - November 2017
* MediaWiki really needs an update button like Wordpress. Downloading, extracting,

and reconfiguring packages is very time consuming Hm
* Hacker bounties o
* Paid to find exploits in systems |:'E If":l-lll



.

Better options

suunnnd

e SHA-2 instead of MD5

-_—
= = = = s wls
=d=h=h=h=b=b

= .
E—‘ - :Q e W :”

* Public key encryption

* Unity3D Obfuscator
* Don't make code open source

* Ticketing system
* Provide IP and get back a key from the server
e Server limits the time that the ticket can be used
* Could still be emulated, but key isn't stored in source code




Another example

[ o7 Edit %c Copy @ Delete 531 Fruity McLoops 2496 2020-05-03 21:04:14 6651
[] &7 Edit %e Copy @ Delete 532 Fruity McLoops 2496  2020-05-03 21:07:10  bb51
[ o7 Edit %c Copy @ Delete 533 ILUVCHICKENS 6942069 2020-05-03 21:34:35 6651
[1 & Edit %e Copy @ Delete 534 Mewton 2441 2020-05-03 21:49:04 6651

185.163.46.141 - - [03/May/2020:21:34:35 -0700] "GET /scores/AddScore.php?game=6651&name=ILUVCHICKENS&score=694
2069&hash=663c4ced4c6d87fe58e34aalbd9a53a60 HTTP/2.0" 200 166 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) App
leWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18363"

185.163.46.141 - - [03/May/2020:21:34:35 -0700] "GET /scores/DisplayScores.html HTTP/2.0" 200 1505 "-" "Mozilla
/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Ed
ge/18.18363"

185.163.46.141 - - [03/May/2020:21:34:36 -0700] "GET /blog/wp-content/uploads/2015/03/website bkg3.jpg HTTP/2.0

" 200 32972 "https://levidsmith.com/scores/DisplayScores.html” "Mozilla/5.0 (Windows NT 10.0; Win64; x64) Apple
WebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18363"
185.163.46.141 - - [03/May/2020:21:34:37 -0700] "GET /scores/leaderboard.json HTTP/2.0" 200 1239 "https://levid

smith.com/scores/DisplayScores.html” "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like|lE

Gecko) Chrome/70.0.3538.102 Safari/537.36 Edge/18.18363"
45.21.158.227 - - [03/May/2020:21:07:54 -0700] "GET /scores/AddScore.php?game=6651&name=1I

MDABEST&score=6942069&hash=741790d400897e8b1dac862a449470Fc HTTP/2.0" 200 41 "-" "MozillajlS Failed attempt |/_r| E':




References

» A practical tutorial to hack (and protect) Unity games

* https://www.alanzucconi.com/2015/09/02/a-practical-tutorial-to-hack-and-protect-
unity-games/

* MD5 reverser
* https://md5.gromweb.com/

 What's My IP (and many other tools!)
 www.whatsmyip.org

* |LSpy - https://github.com/icsharpcode/ILSpy

* DevXUnity - https://www.devxdevelopment.com/

» uTinyRipper - https://github.com/mafaca/UtinyRipper Hm
e dotPeek - https://www.jetbrains.com/decompiler/ Cifilal



https://github.com/icsharpcode/ILSpy
https://www.devxdevelopment.com/
https://github.com/mafaca/UtinyRipper
https://www.jetbrains.com/decompiler/

