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Overview

• Someone added a score not generated by the game to the 
leaderboard

• Not really malicious, but exposed vulnerability in the leaderboard 
system

• I never had an interest in hacking, but I need to be aware of how it 
can be used to exploit games and leaderboards

• It does mean that people are at least taking the time to come to my 
site and look at the code



First detection

• Added a value of 100000 to 
the leaderboard

• Time scores are in 
hundredths of a second

• 16 minutes, 40 seconds
• 16 * 6000 = 96,000
• 40 * 100 = 4,000
• 0 * 1 = 0



Checking the Database



Checking the web logs

Obviously not a brute force hack
How did they calculate the hash value without the key?

Downloaded the Apache web server logs from CPanel

If there was no record in the web logs, then I would be worried (direct access into the database)



Tracing

May not be an 
accurate 
location if they 
used a VPN

See also www.whatsmyip.org



Hashing Method
• MD5 - security issues
• Hash variables are publicly available in the game source code

• name, score, game ID, key
• Changing any of these values changes the hash value

• Is Open Source more secure?
• Closed source - security through obscurity
• Open source - more mature solutions due to vulnerabilities being found and corrected

• Hash generated on the client (game) side (C#), then verified on the server side (PHP)



Hashing Method
• Server confirmation
• Insert into database
• Could actually submit the same set of values multiple times.  Should check if duplicate exists before inserting.



Verifying the hash

• Calls using an invalid 
hash parameter will not 
be inserted into the 
database

• Use -n parameter to suppress newline, 
which will generate an entirely 
different hash!

Example
name = knoxgamedesign
score = 42
game = 6651
hash key = hello
hash value = 2ea85dbf8123ae1d8bc03e294310c048



Monitoring network connection

• Firefox > Web Developer > Debugger > Network tab

Right click > Edit and Resend



MD5 reverser



Unity Decompilation Tools

• ILSpy

• DevXUnity

• uTinyRipper

• dotPeek



ILSpy

• Unity decompilition tool

• Can be used to look at core Unity files



DevXUnity

• Able to extract CS files, but could not read constant values
• Shows constant names, but not values



uTinyRipper

• Extracts asset files such as 
textures, audio, and fonts

• Didn't appear to extract code



dotPeek

• JetBrains dotPeek
• https://www.jetbrains.com/de

compiler/

• File > Open > 
build/ChickenLittleWindows/ChickenLitt
le_Data/Assembly-CSharp.dll

• I could only get it to work for Windows 
build (not WebGL)



Live Streaming

• Don't accidentally display your key while live streaming

• Now set to Private
• Only viewed 4 times
• If key is exposed, then it has to be 

updated in all games



Code Repository

• Remember to remove key 
from any checked-in code
• Better - put keys in your .ignore 

or .gitignore file



Other Possibilities

• The value was modified in game memory before being sent to the web 
server
• Should see pairs of AddScore.php and TopScores.html in the access log from the 

games
• AddScore.php followed by DisplayScores.html is most likely a hacker
• A glitch was found with the game itself and actually did run for 16 minutes

• Automated clickers?

• MediaWiki exploit?  Lots of AddScore.php followed by wiki request
• Could just be a web crawler bot
• MediaWiki 1.27.4 - November 2017
• MediaWiki really needs an update button like Wordpress.  Downloading, extracting, 

and reconfiguring packages is very time consuming

• Hacker bounties
• Paid to find exploits in systems



Better options

• SHA-2 instead of MD5

• Public key encryption 

• Unity3D Obfuscator

• Don't make code open source

• Ticketing system
• Provide IP and get back a key from the server

• Server limits the time that the ticket can be used

• Could still be emulated, but key isn't stored in source code



Another example

< Failed attempt
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